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Abstract

CrowdSwap iacrosschain opportunity optimization and automation platformlt aims to reach
mass adoption in crypto for every human being and overcome actual problems that reside from
a fag-growing business space like DeFi.

CrowdSwap concentrates on providing the bagportunities in the crypto space built on top of
our bestprice-routing and aggregation algorithm and fast and secure cocbssn feature

CrowdSwap aims tdecrease the barers to profit from DeFi opportunities. With our

automation and optimization approach users can easily take advantage of the best
opportunities without the hassle of knowing every detail about the necessary steps to execute.
CrowdSwap wraps all steps irmaminimum number of transactions. You benefit from spending
less time searching for best prices, crobsin bridges, adding liquidity to the correct places.

You can concentrate on the main topic. Your profit!
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1. Introduction

The crypto space has ever siralowed people to make lifehanging gains. With decentralized
finance (DeFi), the possibilities have increasarhificantly Every new project on the launch
platforms, e.g., Polkastarter, did amazingly well afterward, sometimes reaching valuations of
100x or even more. In a bull market, everybody wants to trade these tokens thétstravailable

on the decentralized exchanges (DEXes), e.g., Uniswap.

Lately, the popularity oDeFihas created some problems. Network traffic exceeded former
expectations.And especially Ethereum had to suffer from high transaction fees. These high
transaction costs gave other network providers the chance to step in. With lower prices, they can
catchup to Ethereum ashe number 1 network. Different chains bring another dinségon of
complexity to the DeFi space. Now the amount of DEXes not only grokeneum,but it also
spreads across all kinds of networks. The majority of userasotakeep track of all DEXes
anymore. Not to mention the overhead of transferring theirroand tokens across networks.

The future @& DeFi is bright, and CrowdSwap believes in DeFi. The mentioned issues are to be
solved to make DeFi a place of equality for every human being.
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2. Problens

2.1.High transaction fees

As already mentioned in thatroduction, the transaction costs on the Ethereumetwork are far

too high for an exchange of tokens. Compared to centalinterpartiesin the crypto
environment, the transaction costs here are extremely high, amounting to many times the pure
exchange fes. In some cases, the transaction costs exceed the $100 mark, which often amounts
to several percent of the exchange vallidis has great impact on tloeerall costs of ownership

of atoken as CrowdSwap always takes ancillary cioétsaccount.With smadl trading volume
transaction cost can exceed he 1% mark easily whdeadditional liquidity fees on the exchange
markets, on the other hand, are only 0.3%.

From the overwhelming aeptance for DeFi, its popularity creatasproblemin the Ethereum
network that nobody can solvevernight. One reason for the high cost and low transaction per
second (TPS) is the preoffwork approachTheEIR1559 will weaken theniners' position but

it remains to be seen whether this will reduce transaction costs Signifily. Recently the berlin
hard-fork reduced the transaction costs slightly.

2.2.Complexity

The DeFi area is not that easy to access, especially for newcomers to the crypto sector. First of
all, you need a soalled wallet, technically a network addrepsotected from third parties
utilizinga password and a seed phrase. The construct is already very technical and too complex
for most users on their own.

Here, however, we will look at another type of complexity, which is already evident on a small
scalebut will probably pose evemore significantthallenges for providergheir products ad
userssoon

We are talking about the evencreasing number of DEXes, whigifl expand to other networks

in the future, as the example of Binance Smart Chain shawthis point, we can only name a

few networks that already have or will soon have their first DEX#isereum, Binance SC,
Polygon, Cardano, Polkadot, Stellar, Solana, Tron, Neo, IOTA, Avalanche, Elrond, Zilliga, Kusama,
Harmony, XDAletc. The amount ofDEXes multiplied by networksgnveils the following
requirements:

1. Not all tokens are to be exchanged on all DEXes and networks.

Knowledge of the variousryptocurrenciesis the basis forsuccessfully performing
exchanges in the DeFi areBaking any cigtocurrency, a user needs to know where to
exchange itThis information alone is not always easy to find.

2. The user needs a different wallet for each network.

If the user has found out which DEWaps thetoken, this could be on a network on which
the user does not have ampllateralto exchangeFirst, the user has to create a wallet,
buy tokensbefore exchanging is possible
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3. The user must transfeits tokens to another network.

Suppose the user has a wallet on the target network, but the tokeresie@ for the
exchange are in a wallet on another network. In that ¢dse usermust transfer the
cryptocurrencyvia a secalled network bridgdirst.

Users who alreadfynd it difficult to get started will abandon DeFi Space at this point at the latest
and turn to the conventional central exchanges. The complexity also goes hand in hand with user
friendliness.

Many people inteested in crypto have difficultiesven entering the stagél’he barrier to entry
is due to the nature of moving from fiat moneydoyptocurrencies There are currently only two
options.

1. registration and KYC on a text exchange
2. purchase of cryptocurrencies via credit card or bank account
3. deposit ATM fiat> crypto is transprted to the wallet.

Since option 3 is subjetd extremely high fees, we will not cover this case. However, there are
barriers with the other two as well, whiclie describe now

Option 1wasthe only option for most crypto users to get into crypto a few years &yoad
interest in DeFi started in 20. However, centralized exemges like Binancand Coinbase
among othersstrongly oppose the decentralized approach of Blockclzasidesmany also shy
away from KYC procedures that require more and more identity features and insight into the
financialsituation.

Somecountrieshave moved to block access to the central exchanges, thus preventing their
citizens from this opportunity to enter the crypto scefide ban of cryptocurrency exchanges
especially the case in countries where politically difi circumstances prevadnd the national
currency is often exposed to strong inflation.

Option 2is to buy crypto by credit card or bank account through aalied "fiat ramp on/off
provider". Thee providers handle thsale of crypto usually quicknd transparently. However,
there are alsananyscammers in this environmenthe fees for such an exchange vary greatly.

CrowdSwap will rely on the "fiat ramp on/off provider" to enter DeBiowdSwap will audit
providers before a decision to integrate confirmed to avoid the issues such as scams or
overpriced feesCriteria for inclusion in the CrowdSwap Ramp on/off program are:

1. fee structure

2. transactions processed/historical performance
3. publicity/perception

4. cryptocurrencies offered

5. ea® of use of the solution
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6. integration effort

2.3.Userfriendliness

The great success of Uniswap and the likendoubtedy becauseof their users hawng beenin

the crypto environment for a long timand therefore gathered excellent knowledge abadle
technology Some of the applications are very technical and leave beginners with many
guestions. For example, there is often no explanation of what a wallet is and how to obtain the
first tokens. When you finallget some tokensafter extensivereseart), you are actually
supposed to perform conversions in the decimal range without being given any known auxiliary
values.

Indeed there are one or two solutions that are already a bit further along in this context, but the
userfriendliness is by far not $ficient for global acceptance.

2.4. Trans@rency

Most DEXes focus on swapping from token A to token B based on their liquidity pools.
CrowdSwap emphasizes transparency of the best route for the swap, the fee structure, and the
swap side costs.

Only a onsideration of all criteria will reveal the best price in the end. The concentration of one
measure, on the other hand, obscures the overall cost. In section 3.1.1, we will go into more
detail on the individual criterialhe next chapter describes the gsttbns and products

CrowdSwap wants to address to solve these challenges artdigons.
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3. Solutions and Products

All challenges setraessentialcourse for the future and acceptance of DeFi. CrowdSwap is
confident that these can be improved or solved witie following CrowdSwap products.

3.1. BestPriceSearch

The Search App searches for thesst price for aspecifictoken pair in the complete DeFi Space
The search takes placeosschainand is only limited by the integration of the differentquidity
sources The besprice algorithmfinds the best price for the token pair antbnsiders all
collateral costs. These costs are:

Fees of theLiquidity provider
Transaction costs of the execution of the smart contracts (swap).
Prices of the bridge transfefnetwork transfer).

In addition to the liquidity pools of the AMM DEXes, other sources will establish in the future.
For now, the Search App uses the following liquidity sources in this order:

- Decentralized Orderbooks (DeBooks)
- DEXes (DEX)

In the fdlowing, the listed liquidity source will be referred to as (LS) for better readability. In
particular, we refer to DEXes or DeBooks.

From all liquidity sources, the best results are analyzed and ranked according to the following
criteria.

The best pricgoer token including all collateral costis presented to the user in ascending order.
The determination of the pricbaseson the following formula:

For simplicity we assume that all liquidity sources like LPs or order books have some kind of fees.
We assume that the price can be expressed in USD.

6
P &
V = Volume of trade/swap in USD (e.g. 500%)
P = price of token in USD (e.g. 0,97%)
F = fee of liquidity source based on token value (e.g. 0,03%)
M = number of resulting tokens (e.g. 500 tokens)

O
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Thenumber of tokens M is determined from the exchange volume underlying the search. By
default, this is set to $500 but can be changed in the settings. The number of tokens is equal to
the quotient of exchange volume V and price added with fees.

To calculag the fee per token, all you need is this formula.

0 fz'®
P = price of token
F = percentage of fees for the liquidity source

The final formula calculates the final price of the token including the fees of the liquidity source
and the transactional costs.

- b & #

0 @ A

M = number of resuihg tokens of the liquidity source
p = price of the resulting token (based on the volume in USD-t is

F = fees per token (based on the fees of liquidity source)
C = additional transactional cost (seedbrain gas estimation of smart contracts)

The total cost price of &Sis calculated from the number of tokens M multiplied by the token
price p, added by the fees F of thHeS The total is added by the cost C of the transactions for
executing the smart contractgrice per token is the resuldivided by the number of M.

The search result display presents the user withiear ranking reduced to pricand shows the
number of tokens the user will receivased on the given volumé-urthermore, the user can
openthe price details to understand theriging.

Many DEXes use different functions of their smart contracts to execute the szdaa swaps.
Here, the internal routing is not always the samesultingin higher transaction costs for the
user.CrowdSwap analyzes themart contracts of the conneted LSand always executes the
swap via themost lucrativeand shortest path

In addition to the price, the user also sees the percentage of ancillary costs in the swap volume.
The overall price per token (including all ancillary coslisivs the user taquicky decidewhich
LSis the most efficient for the desired swap
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CrowdSwap determinesé transaction costs by an empirical analysis of theloain data. Here,
the mean values ofll functions gas consumptionare determined and multiplied by the
calaulation's current gas costs

G = current gas cost

The Swap Button allows the user to go directly to the CrowdSwap Swap App and execute the
swap. The Swap Button is not active if the user doesavwat the needed requirements for
trading An inactive Swap liton appeas if there is no wallet connected or not enough tokens

are available forthe swap. The lack of information for successfuthangencludesnetwork-

related idiosyncrasiesvhich can differ a lot.

The Wallet Managerenhances theSearch Apgeatures for the user even mordf the Wallet
Manager connects before searchingfor the BestPrice, the searchncludes the wallet's
information. TheWallet Manage's informationallows the bes{price algorithm to prepare the
search result more intelligentlpf the user The user gets swap options displayewl top, which
are directly executable based on thallet's information

Example:

Alice wants to swap ETH for 1INCH. She enters this token pair into the search app. The result
shows d_Son Binance Smart @im as the best price. Only in second pjabe finds an option on

the Ethereum networkHow is it even possible to rank a non requested token pair-(BNBH)

like that?Based on the information from Alice's wallet, the Search App has found BNB tokens in
the BSC wallet and subsequently suggests this swap as the best, as the total cost per token is
currently the cheapesthese situations can occur if the LP on BSC has an advantage based on the
swap direction or just because of the lower transactionalost

Alice can also continue to swap her ETH for 1IMZCilkng the second option. However, she
always keeps control overdtbest options in DeFi Space.

If there would have been a matching limit order in the DeBooks, this would have been part of the
ranking too.

3.1.1 Transparency
Most DEXegocus on swapping from token A to token B based on their liquidity pools.
CrowdSwap emphasizes transparency of the best route for the swap, the fee structure, and the
swap side costs.

The best route for the swajs ot always the one that th® EXesuggest as the best price.
Many transactions of arbitrage traders show that there are more optimal routes in certain

8
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market phases, which have the most significant advantages for the(ifisert frontrun by
other parties)

CrowdSwap transparently displays all routes of the comp&EXe. The best price algorithm
ensures that the best route of eadbEXs found. The goal is alwaissfind the best price,
including all additional costs. No other criteria, such as pool rptol health, volume or TVL,
playsa role. Our focus is exclusively on the price advantage of our users.

The fee structue is not always easy to understand. While the DEXes display the fees, they are
usually shown in token form rather than US dollars.SEheumbers bring confusion as to the
magnitude of the costs. For swaps over multiple LPs, the fees of 0.3%, for example, accrue
numerous times. l.e., for a value of 1000$ over two LPs there is not 3% hot@$paid It also
happens that different poolsharge different fees. In the new V3 of Uniswap the prices go from
0.05%- 1%, depending on the pool. CrowdSwap always displays the fees of the swap in US
dollars to be compared to each other.

Theswap chargesre not displayed on most DEXes becatigea network problem and not

oneof the DEXes themselves. We agree with this only to the extent that it makes no difference
on a DEX. However, if the user can choose, he would probably use the exchange platform with
the lowest incidental costs.

Concerning tk ancillary costs, we will only assume the transaction costs here. Considerable
differences can arise due to different smart contracts. Furthermore, the tokens involved
influence the gas costs and thus on the transaction costs. Optimizing smart conaiacts ¢
therefore lead to significant savings. Providers are working on this with varying degrees of
success.

However, it is not always the case that the DEX with the higher ancillary costs also always have
a worse price after CrowdSwap representation. Somesitie pure swap prices are so

reasonable that even higher ancillary costs still achieve the best overall price. So we take all
costs into account to make sure the user is paying the best price per token.

With the Search App, CrowdSwap shows maximum tranesggg when comparing the best

routes of differentLS The prices of the DEXes have been created based on the best routes from
a provider perspective. O@hain data analysis provides the exact ancillary transaction costs
based on historical gas costs foethwaps across the routes shown. If CrowdSwap finds a

better route, it offers an additional entry in the search results.
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3.2.Swap

CrowdSwap offers the possibility of swapping. Builsearch, the transition to the Swap app is
fluid and transparent. Theser can transfer a search result to the Swagoldjet multiple options
to trade. Experienced users can, of course, jump right into the Swap Ul.

The first option is a direct swap based on the information in the search result. CrowdSwap makes
it particulady easy and transparent for the usém.latter option, the userdoes not have to worry
aboutthe exchange's technical challendas# can receive his traded tokens.

Based on best price routing (BPBjpwdSwap takes care of all actions to successfully exec
the swap and save on ancillary costs where possiblae BPRonsiderghe users' tokens and
wallets on the different networks and automatically performs transfers to other networks when
necessaryThese features increassserfriendlinessandreducecomplexity significantly.

After swap, the transparency
wallet displays INCH token
through BSC Waillet

1INCH
Yoy, X3

WETH ——

Price is slightly higher because
of the network transfer

Figurel: Crosschain swap (ETHBSC)

The second swap option is bulk swahis optiorprovides userwith the abilitynot to exchange
directly but to group to get better ancillary cost conditions.

[Prufen, ob sich das Beispiel wirklich lohnen kann, wenn die Ausfuh@ragschain durchgefiihrt wird Crosschain Kosten
naher beschreiben.]

Example:

Bob wants to buy 1INCH on Uniswap for $500. When confirming the transaction cost in
Metamask, hecan'tbelieve what he seeBobshallpay $100 in transaction costs. He cancels
the swap because he doesn't want to pay 20% of his trade volume in incidepégiss.In
CrowdSwap, Botanplace his order in a pgghs shown in theemrchapp. If the pool volumés
large enough to reduce the transaction cost by at least 50%, the exexqutes

10
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In the future, CrowdSwap will introduce more intelligent and usiemdly options of swaps,
which we call smart swaps and fall into the premium services dfleay stratagies areknown

from the stock market trading and charting world that work well in the crypto world. We will
introduce our users to options of trading in a simple way. Here, we will dispense with any
terminology such as limit and stop orders or indicatousls as EMA200, RSI, MAd{inong
others! CrowdSwappresentsthe benefits of SmartSwaps through a transparent strategy
dashboard.

For example, one possible option is to activate a strategy called "Accumulation”. As the name
suggests, this strategy accumida tokens at particularly fawwable prices.

3.3. Atomic token transfer (ATT)

DeFi is developing asceosschain spacesoon as mentioned at the beginning. A token transfer
from network A to network B brings some challenges that need to be solved.rhake a real
world example for this:

Example:

Bob wants to exchange hiSTH orEthereum wallet for CAKE on the Binance Smart (B&i@
network. To do this, he first needs to transfer his ETH into a wrapped form on the BSC network.
Before we discuss thexisting solutions, we highlight the general vulnerabilities that arise in
exchanging messagesand tokens between networksand the technical challenges of a
decentralized nature.

3.3.1. Token inflation
Each coin or token is attributed to an owner. Thisner determines the metrics such as
maxinum number, minting and burningWhen cryptocurrenciesare transferred from one
network, they leave one network to be reused in the other. However, in doing sdpkea's
original metricanust be respectedt (which is a synthetic copy of the originatinge) retains its
initial value in the destination network. Thpsocessrequires ensuring that the token is burned
on the source network. However, this is not enough. At the same time, the wrapped token must
be created on the destination networlCriticalhere is the consensus across network boundaries
that the transaction is valid and successful. In the event of an error, all actions must be reversed.

3.3.2.0wnership
Besides the validators' consensus, anotherybem in this transactions the execution of "Burn”
and "Mint". In many smart contract®nly the owner can executthese functions, which is
essential for security reasons. If only the owner ganform thisoperation then CrowdSwap
requires a transferdken for network transfersThe transfer token (CROWD tokergpresents
option 1of the ATT.

11
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Ethereum Binance

1. Alice sends CROWD token to 5. Alice sends minted CROWD
be burned on Ethereum. token to her BSC network wallet.

{E} Crowd Bridge Contract {E} Crowd Bridge Contract

Validator Nodes 2 Validator Nodes

© s 2 ©
Validate consensus about Q ? Validate consensus about
burned CROWD token burned CROWD token

Figure2: Crowd Token Bridge

As described above, tokens on a network are burned first. If there is consensus on this by
validatornodes, relagr nodes mirror this information (amount of burned tokens is included) to
the destination network. There the corresponding amourmiated. Consensuaboutand relay

of the collateral generatiorcomplete the process, which is ensured by thédaor and relay
nodes. If the process breaks off at any point, the tokens are generated again on the source
network (rollback).

12
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Another option is using smart contracts on both netwofis the exchangeincluding freezing

and releasing tokens. This satut works similarlyto the onedescribed above, but the tokens

are not burned during the transfer. On the opposite side, wrapped tokens are created backed by
real coins or tokens on their original public addresses.

Option 2of CrowdSwaps ATuBesan exiding solution, as in the case of BSC Bridge. Unlike option

1, CrowdSwap loses control over the transfer options. In the case of BSC Bridge, there is a limit
on volumes per day and address. Even if the sums currently on BSC Bridge seem sufficient, they
depend on Iguidity or proofof-assets. These limits resuilh two potential problems for
CrowdSwap when using such bridges

1. The popularity can decreasand with it the deposited liquidity in the proebf-stake

2.0n other networksthe deposited liquidy may be smaller and thus critically affect the transfer
volume Who provides the liquidity here? Are the incentives high enough?

Option 3:Atomic swaps represent another option. The concept is not new and is egtledr-
to-peer network (P2P)lhere ae participants on each side of the network who agree together
to swap their tokensHasted Timelock Contracts (HTL@psure that no party can gain without
sticking to the agreement

Example

Bob wants to transfer his ETét BNB orthe BSC network. Alits BNB on the BSC network and

wants to exchange it for ETH on the Ethereum network. Both will agree owithigerof tokens

for the exchange. Bob sends his ETH to an HTLC on the Ethereum network, Alice sends her BNB to
an HTLC on the BSC network. Alicriges Bob with the public hash. Bob can now receive his
BNB. By enabling Bob's HTLC, Alice nowgalsahe public hash and can receive her ETH. If Bob

does not unlock within the time specified by the HTLC, both parties will get their money back.

1 https://en.bitcoin.it/wiki/Hash Time Locked Contracts
https://www.arxiv-vanity.com/papers/1801.09515/

13
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Ethereum Network BSC Network

3. Bob reveals his public hash to Alice @
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Figue 3: Atomic Swap (HTLC)

The concept can be extended to cradwin LPs so that the network transfer can take place
automatically.This concept creates anketplaces on various networiggvingincentives withfees

to provide ligudity for such a transfer. Atomic swap represents another option that does not
require a consensus mechanism with independent players.

This concept can be used particlyarell for the DeBook, if the coins of differenhams
are exchanged.

3.3.3.Duratin
CrowdSwap's goal is to find the best price in the whole crypto universe and to be able to perform
the swap easily and quickly.
While we can realize the best price finding and routing without significant effort, the exchange
across network boundaries prioles a new challenge that we have not yet considered. Namely
time! In the dialogs of current DEXes, the information for a swap changes about every 5 seconds.
In contrast, the scenarios described above for a transfer to another network can take several

14
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minutes. The time needed is partly due to the network's consensus mechanism and because the
network providers want to limit the network swap. We assume that network providers will
further reduce this duration in the future. However, CrowdSwap would like @hgad here and

show a way to overcome this hurdle.

Let's take the example from the beginning of the chapter.

After swap, the transparency
wallet displays 1INCH token
through BSC Wallet

The Transfer from the
ethereum to BSC network
m takes minutes.
- =
Transparency Wallet
w00 Binance DEX
‘ ror (R o @ $35.41

il

Figure5: Reduction of Swap Duration

As already described, this attempt to perform a swap fails due to the duration of the transfer of
tokensfrom Ethereum to BSC network. In the time it takes for the network transfer, the price has
changed to Bob's disadvantage. We need a solution that significantly decreases the time it takes
to deploy the tokens on the target network.

The solution must execatthe swap option directly and simultaneously ensure that the
collaterals involved remain accessible to the transaction owners and that no one involved can
gain an advantage over the other party.

The user can execute the swap directly if he owns tokerth@marget network. If this is not the
case, a transfer must first take place. For this purpose, we make use of a tool known as liquidity
pools (LPs). However, in our solution, the LP's pairs are nohenetwork.

Therefore, the process is bipartiteybalso atomic following the findings from "Atomic Cross
Chain Swap$" . Mentioned solutions already ensure that the most important principal is met.
The transaction is not advantageous or disadvantageous for any party and isceeliained

For a gooduser experience and automatic execution that doesn’t need any user interaction in
the shortest amount of time, we need a different solution.

2 Atomic Crosghain swapgMaurice Herlihy https://arxiv.org/pdf/1801.09515.pdf

15
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Bob spends his ETH from the
ethereum wallet on the ETH

Liquidity Pool and gets an LP
Token in return.

Finally Bob changed his ETH via
the LP Token to BNB. Just by a
duration of two transactions.

(( :rg

ETH LIQUIDITY BNB LIQUIDITY
POOL POOL

Bob's BSC wallet. From here he
can take BNB token from the
BNB LP

Figure6: Token transfebetween networks viaCrossChainLiquidity Pool¢CCLP)

Liquidity Pool token is send to

For the definition of atomity and the consideration of the different cases, we refer to the
document "Atomic Crosshain swaps®. It describes the aboveojnts in detail and gives proof
their validity.

To enhance the situation of crosbain swap, we integrate the CCLPs (CGobas liquidity

pools}. Based on the example figure 6, ETH and BNB can be provided separately. No need keep
the relation of the tokens healthy croghain as that would not be achievable. Instehd prices

are given throughiecentralized price oracles (e QEXes, orderbooks)

Given the different options, CrowdSwap emphasizes the erbas swaps that can be executed
in the shortest amount of time, giving the best user experieddioptions might come into play
for CrowdSwap prioritizing CCLP for our sfsain solution.

3.4.WalletManager

Based on the solution shown for swapping tokens across network boundarieseqo@ed
wallet's questionnaturally arises. If we go back Adice's example from ATT, then Alice needs
cryptocurrencies on the BSC netwdp benefit from the lower overall price. For experts and
advanced users, it 180 problem to configure the BSC network in the wallet app and switch it
before the swap. However, this group would certainly also appreciate an improved intelligence
of the best price discovery and routing.

3 Atomic Crosghain svaps(Maurice Herlihy https://arxiv.org/pdf/1801.09515.pdf
4 Crosschain liquidity procotol specification (Christian Millder) Read the whitepaper:
http://crowdswap.org/wp-content/uploads/2021/11/Whitepaper_CCLP_0.5.pdf
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We, therefore, envision an extension for existing wallets that allows CrowdSwap to access
configured networks of all known wallets of a user. The result wrtlern an optimal best price
not onlyin searchbut alsoa simpé crosschainswapafterwards

The WalletManagerrepresents the tokens that exist across all networKsesearchutilizesthis
information to deteamine the best price for a swap.

Furthermore,avoidingunnecessary crosshain transfers, which would caus$erther costs for
the user.

TheWallet Manageris easy to configure and does not require proof of identity. However, the
user also has the option of using name services to organize the different wallets.

3.5.Best Price Routin@3PR)

Best Price Routing FR) provides the basis for a lucrative swap and is the core of CrowdSwap.
Based on ofthain data, the BPR always finds the best price. The best price is always calculated
with all ancillary costs, as CrowdSwap attaches great importance to transparency.

Howdoes the BPR find the best price?

The onchain data provide all the information it needs to find the best price. This data has the
knowledge of the liquidity pools (LPs) of all connected DEXes. There are several ways to swap
token DAI and UNI. The simpieslution would be to give DAI to the DBNI pool and get UNI

in return.

However the obvious is not always the best solutioi©ther possibilities would be to swap
across multiple LPs. The following examples have been frequently observed here in the past

DAI-> ETH> UNI
DAI-> USDT> UNI
DAI-> USD& UNI

Why is that the case? And aren't there higher fees here?

To answer the 2nd question first. Yes! There are DEX fees associated with each pool. Itis a
concern for the DEXes and the-j@viders tha swaps make heavy use of the LPs.

However, this is not the only reason. A route build of several pools might also be the cheapest
and most stable. For this, one must know how LPs work. Here we refer to the Internet and the
numerous sources on LPs and ASIM

At this point, a small example should help. We assume that LPs always consist of 50% token A
and 50% token B. For simplicity, let's take stablecoins DAI and USDC with an intrinsic value of 1
USD. When creating the LP, we need to deposit the same nuohlbeth tokens.

Preisel06 O——— pY'YO6
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Preise”™Y'YO§ ——— p0d O

If we now make a swap e.g., 10 DAI/\CSDhen we get 10 USDor it. The pool has changed
and now has the following quantities and prices:1010 DAI /9SDC

Price’ 00 O

o PY YO 6

Price "Y"YO 6 plt 06 O

In addition to the quantities in the pool, the prices of the individual tokens also change. The
behavior of price changes bases on thiquiidity of a pool.This small example alone is the
reason why an exchange via different routes can bring better results, even if thisgeies
higher ancillary costs.

However, our small example also provides the approach for the BPR. In our firstasast|
received 1 USDfor 1 DAI. However, in a second exchange, we would only receive 0.98 USD
On the other hand, we now receive 1.02 DAI for our exchange of CW®®can take

advantage of this added value in other DAI pools, since they probalblyadtie DAI at 1USD.
Thusthe algorithm creates best price routings that guarantee users a more significan
amount of tokens in the end

Finding the best routes is CrowdSwap’s most crucial task. We start on separated networks with
ethereum and binancersart chain. The goal is to find the best routing across all available
networks.

How does DeBook orders fit into BPR?

The BPR analyzes the DeBook based on the requested token pair. THpe$sbte order is
added to the total result of the DEXes and rank€de fees and ancillary transaction costs
should be cheaper when executed on the same network as the DEXesnore affordable
additional costs affects the ranking.
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3.6.0nchain data analysis

The significant advantage of decentralized finance is tttransaction data is openly
available to everyone. Gchain data delivers essential insights, which CrowdSwap also uses
and needs for its various functions and features.

Especially for best price routing, the information on liquidity pools is the drbass.
Advantages can be achieved via these when exchanging tokens, which would be pure
coincidence without the knowledge of this data.

Furthermore, CrowdSwap collects data on general anonymous user behavior, which will impact
the various offers in theufture. We alreadylan onother use cases for CrowdSwap where on
chain data will extract an advantage for our users.

3.7.Governance

CROWD tokens are needed for the voting process and staking, among other things. Those who
invest their tokens with CrowdSpwaenefit from the revenues generated by the project and
get to participate in the future of CrowdSwap.

The decentralized approach of the project is fundamental to CrowdSwap. Concentrating 20% of
the voting rights on one address is not a decentralized @gghn. Therefore, CrowdSwap
provides additional rules that we believe contribute to the decentralization of a DAQO:

1. Voting rights of a staker ameasured based on @dartic voting
a. l.e., if a staker has invested 5 million tokens, he will also benefit ftdeaat
0,5% of the distribution from the sales of the project. However, he can only
participate in the governance process witte square root value of the tokens
owned
2. The votes gain weight the more prolonged the tokens remain in the staking
a. Each monthhat tokens remain longer in stakiray in the voters walletthey are
added by a factor + 0.1. l.e. Every year the voting power of the owner doubles.
This way, the voting power can excethe square root valueAnd barge volumes
of CROWD tokens in theaking secure the proje@nd stabilize the token price
3. Inputs into the project and theitotal reconciliation
a. Everystaker can make suggestions for the improvement of the CrowdSwap
project. If these are supported by more than 90% of the eligible voters
absolutely (each address counts only once), the proposer receives a VIP rank,
which increases the number of votes again. Depending on levels yet to be
worked out. (double, triple). Furthermore, VIP users can use the comment
function to describe the proposabf others in the spirit of the project.

5 https://vitalik.ca/general/2019/1207/quadratic.html
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The governance process is the process of voting on changes in the CrowdSwap project. The
community takes over after the essential functions of the CrowdSwap DAO have been created.
Any change (e.g., development, tdiisution of fees, use of liquidity reserves) is due to voting

for all stakers.

The proposed changes are described similarly to the EIP (Ethereum Improvement Protocol) so
that everyone eligible to vote can learn about the issue in advance. Only balleisedavill
count.

3.8 MEV Protection
What is MEV? And why do we need MEV Protecfion?

There are sometimes extreme MEV situations in many arbitrage trades, which are usually
intercepted by the miners or bots. These then become active themselves andtasksatsuch
as front or back running, sandwich attacks, to profit from these lucrativegeations
themselves.

To prevent this, CrowdSwap will exhaust all possibilities of prevention on the application side
and seek support from projects and integrateeir solutionsto offer the best protection to our
users.

The application design can already give some sort of MEV protection as long as the executing
smart contract integrates a security mechanism that the MEV taker can "t change or reorder
before execubn. This can be achieved by a mined transaction on a different chain. Based on
this security mechanism, the MEV taker transaction would simply fail. No-fomming would

be possible.

With the system side integrations there will always be some kind arfirsth the MEV with the
miner that will lead to higher ancillary costs. But in some situations this approach might be
suitable and comes with some advantages of gasless transactions, no slippage and no failed
transactions.

MEV Protection will be integratkinto CrowdSwap as a selectable option and will be available
to all platform users.

3.9 Opportunities

The opportunities section is the central part of CrowdSwap. Taking all features in this chapter
together and providing the user with the best opportueg in DeFi, finding the fastest, secure,
and cheapest way from your assets to this opportunity is our vision.

DeFi is a vastly growing market with many participants that we use every day. In 2021 the
number of players increased exponentially since more imore blockchains entered the stage.
With these blockchains, decentralized exchanges and order books grew heavily like wallets
providers and opportunities like yield farming, skating, lending and borrowing, liquidity
providing, rebase reserve currency jgct, and many more.

6 https://medium.com/flashbots/frontrunningthe-mev-crisis40629a613752
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Crosschain solutions are needed, and many different bridge solutions arose, increasing the
number of players.

Since this is great for the market, it leaves the user with an unmanageable amount of
possibilities and two questions:

1. How @n I find the best opportunity?
2. How can | take this opportunity fast, secure, and lowest cost?

Manually, the user can’t manage to do this task anymore. It’s just impossible. Taking moderate
numbers into account, the possibilities add up to 9.3B combinatiSoftware solutions are
needed to provide the user with:

1. Options to find and filter the desired opportunities
2. Automatically find the best (fast, secure, and cheap) way to the opportunity
3. Guide the user through the mulstep process.

You will see scenshots that are very early stage. First, we want to provide you with what we
will build for you and lay out the easy and transparent process.

Multiple wallets

$81,919.00 M Opportunities
Explore opportunities and invest
SUE[ Q Filters
% opportunities [0 >
Al E vieldFarming %] Staking  £3 Liquidity Providing
History
Name Asset APR (year) VL Network
beltBNB BNB 32.85% SM.9M BSC g Invest
ibNBN BNB 45.45% $2.8M BSC @ Invest
TraderJoe xJOE 25.55% $43.2M Avalanche 2'5 Invest
Articles Scream fusDT 1414% $26.6K Fantom ‘g Invest
FAQ
XVS BNB 46% $472.6M BSC %B Invest

>0 CrowdSwap

Figure 7: Opportunities page

On the app's main page, you will see the Opportunites menu that opens up the afor
opportunities for you that you can filter for your desired ones. Different categories will be
available and an "All" section where you will find the best yields.
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If you select your desired yield and click the "Invdsitton a dialog opens to showlalf your
options regarding the connected wallets. (In the top left corner, you can see the value of all
related wallets. See wallet manager for more info on this)

Confirmation

Name Asset APR VL Network
beltBNB BNB 32.85% $M9M BSC

Investment 4 ETH ~

APR 32.85%
ETH - BNB BNB - BUSD BUSD

14.01 BNB 8.551BUSD
$8.606 $8.606.87

APR 32.85%
© usor USDT - BNB BNB - BUSD BUSD

8.650 USDT 13.90 BNB 8.496 BUSD
$8.612 $8.534 $8.535.45

Figure 8: Routing dialog

In this example, we chose an opportunity on the BSC networkavittable coin yield of over
30%. The connected wallet only contained ETH and USDT as collateral, so these routes are
available for you to choose from.

Since the value of the first route is higher (you will invest more into the opportunity), this is the
best route based on your assets, and it is always preselected for execution. You can already see
the different steps you have to take to get to your desired goal from the route information.

1. Make a crosghain transfer
2. Swap BNB into BUSD
3. Transfer your BUSIDto the yield opportunity

To change the amount of your investment in ETH, you can change to your intended amount of
spending. For better transparency, we display the value in USD dollars. If you want to use the
USDT route, you can select it, and the stweent token changes to USDT. In the same way, you

did with ETH; you can now change the USDT value.

LT @2dz Of A0] daO2yFANNE 6S 3TdzARS @&2dz G§KNRdJzAK
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Stay in this tab and don't close your browser.

Name Asset APR TVL Network
beltBNB BNB 32.85% S11.9M BSC
APR 32.85%
& ETH ETH - BNB BNB - BUSD BUSD
2ETH 14.01BNB 8.551BUSD

$8.606 $8.606 $8.606.87

Fgure Q Process in starting state

The starting point is alays any coin or token from your wallet. You have to confirm the eross

chain swap for the first transaction using our crabsin liquidity protocol (CCLP) to get to the

YSEG a0GSLId» LT &2dz Ot A0 &/ 2y FANXYE GKS LINROSAa
In the backgrand, your ETH is sent to the liquidity pool of our crolsain solution that

releases the appropriate amount of BNB tokens on the BSC network from our liquidity pool. The
amount of BNB tokens released is calculated on the relation between ETH/BNB o& lagsigs

using price oracles.
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Stay in this tab and don't close your browser.

Name Asset APR VL Network
beltBNB BNB 32.85% $1M9M BSC

APR 32.85%
4 ETH ETH - BNB BNB - BUSD BUSD
2ETH 14.01BNB 8.551BUSD
$8.606 $8.606 $8.606.87

0 Succeed

Fgure 10 Process in pending state

The pending state shows up as long as the transaction is still running. You don’t have to do
anything. If you need to interact, the dialog will show some progress.

C O crowdSwap

v

Transactions completed

Name Asset APR TVL Network
beltBNB BNB 32.85% S19M BSC
APR 32.85%
4 ETH ETH - BNB BNB - BUSD BUSD
2ETH 14.01BNB 8.551BUSD
$8.606 $8.606 $8.606.87
Explorer Explorer Explorer

Back to home

Hgure 11: Process inifiished state
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LF I GNryalrOlAz2y Kla 0SSy FAYAaKSRX @&2dz aSS$S
For every transaction, you can jump to the blockchain explorer to look into the details. The
process takes you to the next step until you confifmern all.

If your internet connection breaks for some reason, you can set up the process later again. But
the circumstances will have changed. So if possible, don’t close this browser tab.
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4. Architecture

The products described above combine to faamoverall architecture, whictve outline in this
chapter. It serves as an overviewnd we refer you to the individual chapters on the different
architecture areas.

The figure shows the composition of the various components, as they are described in the
individual chapters. For example, the Search App is based on the BPR layer, which is also
responsible for best price determination. The WaNé&nagerprovidesessentiainformation for

finding the best price for the user's initial situation using BPRhdfuser does not own any
cryptocurrencies yet, we will guide him through the onboarding process withranep-on
provider's support

For the swap itself, it may be necessary to transfer tokens from one network to another.
CrowdSwap uses the atomic tokernidgeto achieve thisWe implement daferent solutions of
bridged and atomic swaphere topreparefor future scenarios.

Decentralized orderboakare the newer concept in the DeFi space and takes an important part
in the architecture. When it comes to ceshain swaps the DeBook makes things easier because
the assets don’t have to be transferred into pegged to&ehurned and mintedThe mechanism
behind this approach isimilar tooption 3 from the Atomic token transfen chapter3.3. Atomic
token transfer (ATT)

The architecture describes the components that are currently in the scope of the pMjeadd
additionalfeatures successively, which have already been touched upon in the chapters, such as
simplified trading models rothe consideration of orthain dataanalysis to enhancewapping
optimization usabilityand user experience
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